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Formalizing Information Flow
In a Haskell Hypervisor

Rebekah Leslie Levent Erlok and Flemming Andersen
Portland State University Intel Corporation

Abstract— Separation kernels are the holy grail of secure sys- separation for HHV becomes a more tenable goal than with
tems, remaining elusive despite years of research into their design, other techniques.

implementation, and analysis. Though separation kernel research |, this paper, we concentrate on the formulation of correct-
has achieved many successes, the disconnect between information . . L .
flow theory and system implementation is a significant barrier to  "€SS and security properties of the communication r_nechanlfsms
further progress. In this paper, we show how a particular branch  in HHV, because these are the source of all legal information
of information flow theory, noninterference, can be utilized to flow in our design. We formally characterize the information
formulate correctness and security properties of a microkernel-  flow relationships induced by these communication primitives
style hypervisor. Thus, we not only provide a first step towards ,qiny 4 notation based on higher-order logic, similar to the
a formally verlfleq separation kernel, but f_;\lso reduce the gap P-loi ina logic for Haskell 181. M . |
between information flow theory and operating systems practice. 0gic programming logic for Hasxe [8]- ore importantly,
we develop specification patterns for expressing correctness
properties in terms of noninterference concepts. In defining
l. INTRODUCTION these patterns, we take advantage of higher-order functions
to extract common aspects of noninterference-style properties.
Noninterference provides a concise and general way For instance, we abstract over the kernel state and kernel
formalize the information flow relationships between comp@perations so that we can instantiate the patterns in different
nents of a system. A noninterference security policy specifiesntexts and formulate assertions about particular operations
which components, or domains, may noterfere with each in a generic way. Hence, our work provides a link between the
other, where a domaim interferes with a domairv if v theory of noninterference and the actual practice of building
can observe the effects ofs execution [1]. The generality secure microkernels.
of such policies makes them useful for capturing a wide We organize the remainder of the paper as follows. Section
variety of security requirements, including separation. A kaydescribes the foundational concepts of HHV and outlines the
benefit of noninterference is that there are existing frameworgdmmunication mechanisms. Section Il presents the system
for reasoning about systems governed by a noninterferenaedel used by our hypervisor. Section IV introduces the
policy [1], [2], thus reducing the barriers to verifying suchoninterference specification patterns that are the basis of our
systems formally. property formulations. Section V defines the desired informa-
Our interest in noninterference stems from our efforts ton flow behavior of HHV, both as an informal specification
develop a hypervisor with formally verified separation betweeand as a set of formal properties. We discuss related work in
user-level processes. The design of our hypervisor is simi@ection VI and present our conclusions in Section VII.
to secure microkernel APIs such as sel4 [3] and L4sec [4],
but we use the term hypervisor to emphasize our intent
to employ our system as a platform for secure, separateéThe fundamental abstractions in HHV apeotection do-
execution. Such an execution environment is an essential pagins—the basic unit of resource protection—aexiecution
of many high assurance systems, and is increasingly importaohtexts—the unit of execution. A protection domain (PD)
in light of recent hardware developments, such as multerresponds to an address space in other systems; an execution
core platforms based on In@) Virtualization Technology and context (EC) corresponds to a thread. HHV is a migrating
Intel® Trusted Execution Technology [5]. thread system [9], so there is a single execution context per
Following the approach of the Programatica [6] and seL4 [Byocessor that moves between protection domains with the
projects, we are writing a model of our hypervisor, calletbgical flow of control.
HHYV, in the functional language Haskell [7]. The mathematical Each EC contains a representation of the processor state—
semantics and strong type system of Haskell make our modech as the general purpose registers and the instruction
easier to reason about than a low-level implementation. Bpinter—for the running domain. We store this hardware
combining the use of a high-level functional language witbontext using a record type, call@ntext , which contains a
the application of an existing reasoning framework, provirigeld for each hardware register. When a domain is not running,
HHV preserves the processor state in a region of memory
Levent Erkok is now at Galois Connections, Inc. called the save/restore area (SRA).

Il. COMMUNICATION IN HHV



Protection domains communicate through uni-directionlly the portal masks.
channels callegortals. A portal traversal causes a context

switch from the initiator of the traversal (the source domain) Qeconext : Mask  — Contet — PDID — Kemel ()
the target of the traversal (the destination domain), potentiatynputeTransfer :: Mask — Context — Context
transferring a message from the source to the destinationoaaiContext = Portal — SRA — Context

the process. There are two modes of communication in HH§pmMputePass i Mask — Context — Context — Context

direct data transfer via registers and indirect data transfer

through shared resources, such as memory plagﬂsthis Fig. 1. Functions for preserving domain state and performing a message
. . . . transfer. These functions are used by the context switch operation to imple-

paper, we focus on the information flow properties Of_ dlreﬁgﬁent the dynamic message-transfer semantics specified by the portal masks.

data transfer, although we have also formally characterized the

aspects of portal trave_:rsal that gleal with resource sharing. _ The implementation ofwitch depends on the kernel state,
HHV uses a dynamically configurable set of message regjgtormation about the source and destination domains, and the

ters. This approach results in an extremely flexible communyprtal configuration (which includes the mask settings). These
cation mechanism, and also allows us to overcome the secufipendencies are reflected in the type signaturaviéh
issues induced by the use of a migrating-thread model [9],

[10]. Specifically, we must guarantee that a portal traversaSMich = PDID

does not leak information that the source domain wishes ffe parameters are the source domain (of tpmeD), the
keep private and that a portal traversal does not overwrite dgstination domain (of typeDID), and the portal configuration
that the destination wishes to preserve. By aIIOWing both tl@@f type Portal ) The Operation runs in a monad called
source and destination domains to control which registers &@&mnel , which encapsulates the kernel state. We will examine
part of a message, we enable the domains to protect their siatedetails of this monad in the next section; for now it is only

against unwanted observation and modification. To this enghportant to note thaikernel contains a state component for
we introduce the concept gfortal masks which are fine- the running EC.

grained guards used by the source and destination domains tphe first step ofswitch is to perform the source-

control information flow. o _side state-manipulations; this involves callisgveContext
A traversal potentially affects every register in the executiq@ store the registers that are not being sent and calling
context, so a mask (represented by the tyjaek) contains a computeTransfer ~ to clear the value of those registers in

flag for every register in the hardware context. There are twe running EC. The variablec corresponds to the running
masks involved in each portal traversal: the source domain Us&S (read from the kernel state by thet function).

a transfer maskto control which registers are sent during a
traversal and the destination usegass masko control which

— PDID — Portal — Kemel ()

switch src dst port

. - . ) =do ec « get
registers are modified. HHV only copies a register value from saveContext (ransfer port) ec src
the source to the destination if both masks permit the transfer. let e¢ = computeTransfer (ransfer porf) ec

We define a context switch primitive that encapsulate this point. e’ contains onlv the data that the source
the direct data transfer aspect of portal traversal. The exact point, ec y

senair o  swtchdepends on the poralmask seings, 1 S92 e esivaten =0 e perorm @ o
the fundamental algorithm consists of three basic steps. o y 9 o :
be the destination. Next, we perform the destination-side

1) Filter the running EC to remove any data that the SOUregyte_manipulations. We invokeadContext  to restore the
does not wish to send to the destination, as specified iyisters that the destination does not wish to receive from the
the transfer mask, and save this data to the source SR rce. The final register values are obtained by merging the

2) Perform a context switch to the destination. — gent context with the restored context usignputePass .
3) Load the saved state from the destination’s SRA into the

E i ; ] setActiveDomain dst
. C, as dictated by the pa§s mask settings - . GSISRA < geSRA dst
We implement these steps using several state-manipulation  |et ¢ = loadContext port dstSRA
functions, the type signatures for which are shown in Figure 1: set (computePass (pass por) ec o)

Context  writes the registers that are not part of th . . . .
saverontex es the registers that are not part of the We omit the details hidden by the sub-computations of
message to the source SRiymputeTransfer ~ builds a new itch , because they are not essential for formalizing the
context containing only the message registizrsjContext EWIh(;vio,r of HHV. Thg important idea is that each of 3’1686
restores the state of the destination from its SRA, an ' P . . .

eps should respect the intended information-flow semantics

. . : S
P mbines the r red registers with th n . S :
computePass combines the restored registers with those se portal traversal, which we define in Section V.

by the source domain. The top-level context switch operatio?l,

switch , weaves together these state-manipulation functions to I1l. HHV SYSTEM MODEL
achieve the data transfer and preservation behavior specifiecf_he implementation of portal traversal—and other HHV

Iportal traversal is the only mechanism for sharing resources, hence weQRFrations—requires access t(_) the runr_ung execution _ConteXt
not consider shared resources to be a separate source of information flo@and to the state of the protection domains. The domain state



resides in memory, so we introduce a simple virtual memognwinding conditions, and the information flow that occurs
model consisting of a memory datatypgstMem , and basic during the execution of a system. In this section, we define
operations on this type (such as read and write). In additibmo generic noninterference-style properties, which we will
to the user state stored in the EC and memory, HHV keelader instantiate to capture specific information flow properties
track of certain internal state, represented by the typ®/ of communication in HHV. These properties are analogous to
that the kernel operations potentially modify. We incorporatenwinding conditions, so noninterference frameworks provide
these state components into our model using a layered monadicwith confidence that the properties will also hold for
approach that is similar to the techniques previously appliséquences of HHV operations.
in the construction of modular interpreters [11], [12]. The property NoStateEffect(see Figure 2) captures the
Using monad transformers, we construct a monad ®w@h notion that some operatiork, does not modify the kernel
VirtMem , and HHV state componentsST s m adds a state state. However, we do not wish to say that the kernel state
component of type to monadm resulting in a new monad). does not change at all, rather, we want to express that a
Every computation that runs in this monad will share a singbertain component of the state does not change (such as a
EC, memory, and HHV structure; the operations available particular domain’'s SRA or the page-table memory). For this
computations in this monad include reading and writing t@ason,NoStateEffectakes a function argumengxtract
each of the state components. whose role is to extract a portion of the kernel state. This
type Kemel = ST EC (ST VitMem (ST HHV Id) extraction function is polymorphic in its return type and can
perform arbitrary (pure) computation. We say that an operation
We often reference values for the three state componentsygkNostateEffedif the extraction function produces the same

the Kemel monad together, so we introduce a new ty®8, reqyit in the initial state and in the state that results from
to represent the kernel state. running the operation.

data KS = KS { ec : EC, mem = VitMem hhv : HHV } Note that we do not expediloStateEffecto be a gen-
Running aKernel computation with an initial value for the eral property of HHV, rather, we will uséloStateEffecto

kernel state allows us to examine the result of the computatidSCribe the effects of particular operations on particular
and the new state that the computation produces. We SRinPonents of the kernel state. As a simple example, consider
primarily concerned with the state effects of HHV operationd)€ setActiveDomain  operation, which changes the running
so we define a run function that returns the state produced $ynain. Performing this operation should not change the

executing a kernel computation (throwing away the result 8??”“0“0” pc_)inter stored in the. running_ EC .(among cher
the computation). things). In this case, the extraction function simply projects

) the eip field from the EC component of the statg:\s —
unks : Kemela  — KS — KS eip (ec 9).2 Having determined the extraction function, we

Ks k . .
run: let ((S(J 9, m), h) — unld (k TunST (ec s) can formalize thg assertpn ags, dom NoStateEffe¢s, \s —
unST (mem s) eip (ec 9, setActiveDomain dojn
_ unST (hhv ) The functionreadPage is a more realistic example of
nKScmh the kind of extraction function we will use in our property

The library functionrunST peels off a single layer from our formulations. Given a domain and a virtual-page numter,
monad transformer stack. Thus, we use three applications'@fdPage looks up the corresponding frame number in the
runST in the definition ofrunks , one for each state com-Virtual address space of that domain.

ponent of thekerel monad. We will useunKs frequently  readpage : PDID  — Vitidk  — KS — Page

in our property formulations to compare the impact that two readPage did vi s

distinct monadic computations have on the state. =letm =mems o
(pi) = pageTables m did vi
IV. NONINTERFERENCE in lookupPage m pi

The_proptlelrtées lwe_ ‘;]V'SE to tf)ormulatefo_f ]:[he co_ntefctl SW'E)CWe define extraction functions for reading page-table entries
operation all deal with the absence of information flow De:o,ipageTable ) and for reading the savelrestore area of a
tween domains. Noninterference [1] is a mathematical form omain (eadSRA) in a similar fashion

ism for expressing exactly this kind of property. Noninterfer- Clearly, the polymorphic nature dfoStateEffectakes it

ence captures the idea th_at a given qperation Is nOt_allowedatopowerfuI tool for expressing a range of noninterference
change the state of a particular domain. For examgieiich properties. We will useNoStateEffecto write many of the

does not change the state of any domain except the source giy mation flow properties of portal traversal, but in some

destination” can be thought of as a noninterference property. cos we need something even more general. In particular,

By employing nonmterferenc_:e.to formalize our system, W successtul portal traversals, we need to express that a
can take advantage of the existing mathematical framewor mputation may change the state, but only in a controlled
for reasoning about noninterference security policies [1], [2], '

[13], [14]. Noninterference _frame_wo_rk_s eStab“Sh_ & COITe-2|n Haskell syntax,\x — E defines an anonymous function, which will
spondence between properties of individual operations, callediuate the expressida with the argumenk.



NoStateEffect (s :: KS, extract :: KS — @, k i1 Kemel b) =

extract (unKs k s) — extract s
ControlledStateEffect (s : KS, extract : KS — @, k1 :: Kemel b, k2 :: Kemel b) =
extract (unks k1 s) = extract (funks k2 s)

Fig. 2. Patterns for formulating noninterference properties of monadic Haskell progho8sateEffectlescribes kernel operations that do not modify a
particular region of the kernel stat€ontrolledStateEffeaiescribes kernel operations that may modify the kernel state, but only in a constrained manner. The
first argument to both patterns corresponds to the kernel state. The argumeniegatetlis a function that extracts a particular region of the kernel state
from one or more of the kernel state components (such as the page-table memory). In the MaStatdEffectk is the kernel operation of interest. For
ControlledStateEffeckl is the kernel operation ark is the reference computation. Note that the relatios== captures the denotational equivalence of

two terms, rather than structural equality.

way. ControlledStateEffeds a generalization dlloStateEffect field is protected; it is true if either mask blocks the transfer
that captures this idea. of that field.

The definition of ControlledStateEffec(see Figure 2) is We would like to useNoStateEffectto express the idea
very similar toNoStateEffegtexcept that it compares the statehat the execution ofwitch does not affect the value of
produced by a given operation to the state produced bypeotected registers. Thus, we need to determine the value
reference computation. The intended use of this propertytisat a register should have when no leakage occurs. The
that the reference computation will perform only the alloweflinction loadField  performs this task, loading a single
effect. Thus, if the resulting states are compatible, then tfield value from a given SRAFieldNotLeaked defined in
effects of the first computation must be limited to thosEigure 3, formalizes the desired register protection property by
effects that are explicitly allowed. The state-dependent natungtantiatingNoStateEffecwith loadField  as the extraction
of the reference computation mak€sntrolledStateEffecan function andswitch as the computation of interest.
instance of a dynamic noninterference property [2]. The first argument tdFieldNotLeakedis a function that
projects a field from the context of the running EC. The second
) i , argument is the corresponding projection function forNtagk

Portal masks provide fine-grained control over the dafgne (e.g.pEip returns the mask value that corresponds to the
transfer that occurs during a portal traversal. The COITegh fie|d of a context). ParameterizirigeldNotLeakedn this
implementation of this control mechanism is the fun.damen y allows us to write a single property that can be instantiated
property ofswitch ; there should not be any information flow;,."aoch field of the context. Figure 3 shows an example of
thgt i; not expressly permitt.ed by the portal masks. We divigeie such propertyEIPNotLeakedwhich specifies that HHV
this high-level requirement into three categories: does not transfer the instruction pointer register unless both the

« Destination State PreservationThe value of afield only source and destination indicate that the transfer should occur.

passes from the source domain to the destination domainrne field-preservation properties capture information flow
if both the transfer mask and the pass mask allow theo the destination through the EC, which is the only compo-
transfer. Only the source domain can leak information {Qent of the destination state that may legally change during
the destination. a traversal. We expect the remaining components of the
« Source State Preservation:No information flows into gestination state—the saved context and non-SRA memory—
the source domain. The SRA of the source only changgs pe unaffected by the execution efvitch . We define
as specified by the transfer mask of the portal. DestSavedContextUnchangedexpress that the saved context

« Memory Preservation: Executing switch does not goes not change (Figure 3), we again W@StateEffectin

modify the memory pages or the page-table of anis case, the extraction function is simply the SRA-projection
domain in the system. For every domain except the Soufgfction that returns the saved conteghvedContext ). We

V. PROPERTIES OFPORTAL TRAVERSAL

and destination, the SRA pages do not change. address the memory preservation properties in Section V-C.
We will formulate these properties using the noninterference
specification patterns defined in the previous section. B. Source state preservation
A. Destination state preservation A portal traversal does not permit any information flow

Portal masks are the principal mechanism afforded to dioto the source domain. However, the source state is not
mains for protecting their state during a portal traversal. &ntirely unaffected by the traversal, because HHV will po-
either the source or the destination wishes to protect a fietdntially save register values to the source SRA. In other
then HHV must ensure that the value of that field in the soureerds, executingswitch modifies the source SRA in the
EC does not leak to the destination EC. To formalize th&ame way asaveContext . We useControlledStateEffedio
property, we need a mechanism for identifying protected fieldgpress this property, as shown in FigurerégdSRA is the
and a formal way to capture that a field value is not leaked. Thtraction functionswitch is the computation of interest, and
predicatenoLeakage (see Figure 3) determines if a particulasaveContext is the reference computation.



noLeakage :: Mask — Mask — (Mask — Boo) — Bool
nolLeakage transfer pass p = not (p transfer && p pass)

FieldNotLeaked ~ (f :: Context — @, p: Mask — Bool src :: PDID, dst :: PDID, port :: Portal)
Vs. NoStaeEflect (s, Xs — loadFeld (pass porl) f p (feadSRA dst s), switch src dst por)

EIPNotLeaked =

Vsrc dst port noLeakage (ransfer porf) (pass porf) bEip —— Field\otLeaked (eip, bEip src dst por)
DestSavedContextUnchanged =

Vs, srq dst port NoStateEflect (5, As — savedContext (feadSRA dst s), switch src dst port)

Fig. 3. Destination state preservation propertled?NotLeakeds an example of a field-preservation property built from the predinateeakageand the
abstract propert¥FieldNotLeakedDestSavedContextUnchangeabtures the property that a context switch does not change the destination's SRA. We quantify
over the kernel states), the source and destination domaissc(@ndds), the portal being traversegdrt).

NoFlowintoSource =
Vs, srq dst port ControlledStateEffect (s, readSRA srg, switch src dst port
saveContext (ransfer porf) (ec s) src)

Fig. 4. Source state preservation property: executing a context switch potentially modifies the saved context of the source domain, but all other components
of the source state are unchanged. The quantified variables have the same meaning as in Figure 3.

The page-table and non-SRA memory pages of the souteited to proofs about sub-systems of L4, rather than top-
should also be preserved Bwitch , as we shall see in thelevel separation properties, due to the inherent complexities
next section. involved in reasoning about C and security issues in the L4
design. Furthermore, these projects do not employ a general
information flow framework, which we consider to be an
The only memory regions that a context switch will modifymportant contribution of our work.

are the source and destination SRAs. We capture this notioRr,, \;se of functional languages together with formal prop-

using three properties: wheswitch ~ executes, the page-tableer}y specifications is a relatively recent development, but there

of eve(;y do_main re_mairr:s the samz, rt]hesrgzpped memforyig already a large body of work on the subject. Elphinstone,
every domain remains the same, and the memory OTeVelal. are using Haskell models in the the development of
domain .e?q:ept the source and _dest|nat|on remains the Sadig-4 [19], [20], a secure redesign of the L4 microkernel [18],
The definitions of thgse properties are presented in Flgure é‘:hd are already making progress towards verifying proper-

Recall from Section IV thatreadPageTable  PrOJECIS iog of this model. They have translated their model into

t,\r;es pagsf—ftabk_ahcomponent of the hkernel s_tatef. W(_a uI%%\belle/HOL, thus guaranteeing termination, but have not yet
oStateEffectvith readPageTable as the extraction function formalized any separation properties.

to express thatwitch does not modify the page-tables in the . . . .
The Programatica project formally verified a virtual memory

property PageTablesUnchanged : . o
Similarly, readPage projects a specified memory pagefron{mdel written in Haskell [21]. They have also specified an

the kernel state. We quantify over all virtual-page numbers %iomatic semantics for an implementation of a safe, Haskell

express that none of the memory pages visible to user-levgﬁrface FO hardware [22]. We View this work as highly com-
domains are affected by a context switch. patible with ours because proving our separation properties

For the SRA memory pages, we again bieStateEffectbut will depend on guarantees about the behavior of the underlying

in this case the extraction function isadSRA. We quantify hardwarg. o . o _
over domain identifiers, but exclude the source and destinationl here is also existing work on the instantiation of noninter-

because the SRA of these domains m|ght in fact Change_ ference frameworks for concrete SyStemS. In his foundational
noninterference paper [1], Rushby applied noninterference to a

VI. RELATED WORK simple access control mechanism. Subsequently, Schellhorn et
OS verification has a long history filled with mixed sucal. applied Rushby’s work to prove security properties of their
cesses, an overview of which is provided by Tuch, et al. [15jeneric formal model of operating systems for multiapplicative
More recent verification efforts can be divided into twemart cards [23]. Von Oheimb used noninterference to analyze
categories: attempts to verify low-level source code written the security of the Infineon SLE66 smart card processor [13].
C/C++ and attempts to verify functional language models/ini-he key difference between our work and these earlier efforts

plementations. The VFiasco [16] and L4Verified [17] projects that the complexities of general-purpose operating systems
both pursue the former option in their effort to prove propertienake them more difficult to integrate with a theoretical frame-
of L4 [18] implementations. The results of these projects avork. Also, the access control and smart card work did not

C. Memory preservation



PageTablesUnchanged =

Vs, srq dst port did vi. NoStateEffect (s, readPageTable did vi, switch src dst porf)
UserMemoryUnchanged =
Vs, srq dst port did Vi NoStateEffect (s, readPage did vi, switch src dst por)
SRAMemoryUnchanged =
Vs, sr¢ dst port did. (did /=9src) && (did  /=ds) —= NoStateEflect (s, readSRA did switch src dst porf)

Fig. 5. Properties describing the absence of information flow via memory during a context switch. As with the previous properties, we quantify over the
kernel state d), the domains involved in the portal traversaiqanddsf), and the portal being traversepoft). We introduce two new quantified variables:
did is the identifier of the domain whose memory we are interested invaigda particular page in that domain’s virtual address space.

utilize the notion of dynamic noninterference [2], which is[5] D. Grawrock, The Intel Safer Computing Initiative Intel Press, 2006.

essential for reasoning about HHV. [6] “Programatica web site,” http://programatica.cs.pdx.edu, 2006.
[7] S. Peyton Jones, Eddaskell 98 Language and Libraries, The Revised
VIl. CONCLUSIONS ANDFUTURE WORK Report Cambridge University Press, 2003.

. . . . . [8] W. L. Harrison and R. B. Kieburtz, “The logic of demand in Haskell,”
In this paper, we formalized the information flow behavior  J. Funct. Program.vol. 15, no. 6, pp. 837-891, 2005.

of direct communication in a microkernel-style hypervisor[9] B. Ford and J. Lepreau, “Evolving Mach 3.0 to a migrating thread
. ificati derived f | model,” in Proceedings of the Winter 1994 USENIX Technical Con-
using property-specification patterns derived from general NoN-  fsrence and Exhibition1994, pp. 97-114.

interference frameworks. The development of these patte(ng J. S. Shapiro, “Vulnerabilities in synchronous IPC designsPiioceed-
is a significant advance in the realm of operating system ings of the 2003 IEEE Symposium on Security and Privitgy 2003,

Y . . . pp. 251-262.
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Abstract

This paper describes the techniques used to achieve high
context-switching performance on ARM processors for
the L4 microkernel and a para-virtualised Linux running
on top. We examine how the previously-published tech-
niques can be used in L4 with minimal changes to the
kernel API. We also propose future API changes which
make it easier to maximise memory-management per-
formance, not only on ARM but also on architectures
supporting a segmented memory model.

1 Introduction

ARM [Jag95] is a processor architecture particularly
popular for battery-powered devices with moderate
CPU performance requirements. It has been adopted in
a wide range of applications from automotive to mobile
phones, PDAs and networking gear.

Historically, most applications using the ARM archi-
tecture have been implemented on simple real-time ex-
ecutives with no memory protection. Increasingly, how-
ever, security and isolation requirements have driven the
need for running systems with memory protection on the
ARM processor. Unfortunately, many such uses suffer
from high context-switching costs due to idiosyncrasies
of the widely-deployed cores conforming to versions 4
and 5 of the ARM architecture (ARM v4/v5 cores).

L4 [Lie95] is a high-performance microkernel that
aims to provide a minimal but efficient set of abstrac-
tions, general enough to implement almost arbitrary sys-
tems on top. It is increasingly deployed in embedded
products, particularly on ARM processors, as a real-
time kernel and virtualisation platform. This makes it
highly important that the kernel minimises overheads on
ARM v4/v5, in particular for context switches.

A number of techniques have been developed over
the years that allow L4 to achieve excellent context-

*National ICT Australia is funded by the Australian Government’s
Department of Communications, Information Technology, and the
Arts and the Australian Research Council through Backing Australia’s
Ability and the ICT Research Centre of Excellence programs.
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switching performance on ARM processors [WHOO,
WTUHO3]; these techniques are collectively called fast
address-space switching (FASS).

This paper discusses work done at National ICT Aus-
tralia (NICTA) and Open Kernel Labs (OKL) on en-
hancements to the L4 API that allow us to make the
best possible use of hardware mechanisms, in particu-
lar for minimising the overheads of virtualisation. At the
same time we aim to retain a high degree of architecture-
independence of the API, and thus attempt to develop
a model that will map cleanly to related mechanisms
on architectures other than ARM, specifically PowerPC
and Itanium.

This work is reflected in the evolution of the
NICTA and OKL versions of the L4 API — the
N-series API [NICO5], and its implementation in
NICTA::Pistachio-embedded and OKL4, which are de-
scendents of L4Ka::Pistachio. We describe the changes
made to the API and implementation and then demon-
strate the results on our Wombat server, a mostly
architecture-independent para-virtualised Linux system
running on top of L4 [LvSHOS].

We also provide an overview of recent and forthcom-
ing API changes aimed at improving the suitability of
L4 for resource-restricted embedded systems, particu-
larly systems with small memories. In particular, we
show that the FASS techniques will enable a signifi-
cant reduction of the memory required for the ARM’s
hardware-walked page-tables.

2 ARM v4/vS architecture

Since this paper deals mostly with the ARM v4/v5
MMU and ways to provide general abstractions for its
use, we will focus our overview of the architecture on
aspects of its MMU.

It is important to note that the ARM v6 architecture
introduces a number of changes to the MMU which
avoid many of the problems of v4/v5. However, ARM-
v6 compliant cores tend to be significantly larger and
thus more expensive and resource-hungry than v5 im-
plementations. Therefore, v5 cores will continue to re-
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Figure 1: ARM MMU structure.

main popular for low-power and low-cost applications
for years to come.

Furthermore, ARMv6 is backwards compatible with
v5, and the same mechanisms can still be employed.
While they are no longer required on v6 cores, owing
to changes in the memory architecture, the techniques
discussed in Section 3.3 will still be beneficial for sup-
porting sharing and for reducing the kernel’s memory
overhead.

From here on we will simply refer to the “ARM ar-
chitecture” when talking about the ARM v4/v5.

Shown in Figure 1, on the surface, ARM implements
a fairly traditional MMU structure. The MMU consists
of a translation-lookaside buffer (TLB), a split or unified
L1 Cache and a hardware page-table walker. However,
on further inspection it becomes evident that the ARM
MMU contains a number of features that contribute to
performance problems. It also provides mechanisms for
avoiding high overheads, but they are difficult to use.

2.1 Caches

The ARM architecture specifies that caches are virtu-
ally indexed and virtually tagged (VIVT caches). This
is done to reduce cache latencies by removing the re-
quirement for a TLB lookup before accessing the cache.
Furthermore, the caches do not contain any information
that associates cache lines with address spaces.

This means that data cannot be kept in the cache
when switching to another address space which uses the
same virtual addresses. Otherwise, that address space
could read valid cache data belonging to another address
space, and worse, write data into another address space’s
memory.

Since Unix-like operating systems use the same
address-space layout for all user processes, specifically
mapping the text segment to a fixed address in each ad-
dress space, operating systems typically flush the cache
on each address space switch. The direct cost of flushing
the cache depends on the cache size and memory band-
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width, but typically costs 10 to 100 times more than the
operating cost of the address space switch.
Interestingly, ARM caches keep the physical address
of each cache line in a secondary hidden tag, which gets
updated in the background after a virtual address has
been translated in the TLB. This removes the need of
looking up the address in the TLB when writing back
data. But since the tag is not used during data access
from the cache, it is of no use for avoiding cache flushes.

22 TLB

The ARM TLB is a typical content-addressed memory
(CAM) for translating virtual addresses to physical ad-
dresses. Its entries also control cache behaviour, by
specifying the cache write policy and whether the cache
is to be bypassed for a particular page.

Unlike most processor architectures, the ARM TLB
does not contain an address-space identifier. Conse-
quently, operating systems avoid mixing mappings from
different address spaces in the TLB, and hence flush the
TLB on each context switch.

While the direct costs of flushing the TLB is low, the
indirect cost of reloading the TLB through page faults is
significant, and has a major performance impact.

2.3 Page Tables

Since  ARM processors use a hardware page-table
walker, the page-table format is fixed by processor de-
sign.

The ARM architecture has a two-level page-table for-
mat and supports four page sizes (1MiB, 64KiB, 4KiB
and 1KiB). The top level is a 16KiB array containing
4096 4-byte entries, each covering 1MiB of the 4GiB
address space. Each top-level entry may either represent
a single 1MiB page or may be a pointer to a second-level
table containing smaller pages. The second level may
either be a 1KiB array containing 64KiB and 4KiB page
sizes or a 4KiB array which additionally supports 1KiB



page sizes. The table is always indexed with the small-
est supported page size; entries for larger-sized pages
are replicated so that the hardware walker requires only
a single lookup.

In spite of the use of a hardware walker, TLB reload
costs are high, as page-table pointers are physical ad-
dresses which bypass the cache. Hence reloads typically
require two memory accesses. This is a main reason for
the high indirect costs of TLB flushes.

2.4 Domains

The ARM architecture has an interesting feature in that
in addition to protection information, regions of mem-
ory at a 1MiB granularity can be tagged with a domain
ID. Altogether there are 16 domain IDs provided by the
hardware. The processor contains a domain access con-
trol register (DACR) which contains an array of 2-bit
permissions for each domain number. The permissions
field allows a domain to be marked as no-access, man-
ager mode or client mode. No-access prevents access
to any page in this domain, regardless of page permis-
sions, manager mode bypasses all page permissions and
allows full RWX access, and client mode respects the
permissions of the pages tagged with the domain.

Typically, a process is given access to only a single
domain such that trying to access pages tagged with
a different domain causes a domain fault. Since the
DACR contains a domain-mask array, it is possible to
give more than one process access to the same domain.
We call this domain sharing.

2.5 Fast-Context-Switch Extension

In v4 of the architecture, ARM introduced a fea-
ture called the fast context switching extension (FCSE)
which was originally developed for supporting Win-
dows CE [Mur98]. This feature uses a 6-bit (7-bit on
v5) process identifier (PID) to re-map the bottom end of
the address space.

The re-mapping works by replacing the 7 most sig-
nificant bits of the address, if they are zero, by the con-
tents of the PID register, effectively mapping the low-
est 32MiB of address space into a different 32MiB slot.
This re-mapping happens prior to the virtual address
translation and the resulting modified virtual address
(MVA) is seen by the TLB and caches. The feature
thus allows up to 128 small address spaces, each using
a traditional Unix-style layout, to be transparently re-
mapped to another slot in virtual memory, which avoids
address-space overlap between processes, and thus pre-
vents cache alias problems.

FCSE avoids the need for flushing caches and TLB
on address-space switches, and the scheme is used by
Windows CE [Mur98]. Without further effort, however,
this leads to a loss of memory protection.

FCSE can be used safely if domains are used as a
poor-man’s address-space tag for the TLB [WHO00] —

13

the basic idea behind FASS. An implementation of this
scheme in Linux has demonstrated context-switching
costs reduced by as much as a factor of 50 [WTUHO3].

3 Kernel Implementation

FASS has recently been implemented in the
L4Ka::Pistachio [L4K] implementation of the V4
API. This kernel is the base for the NICTA versions
of L4, called NICTA::Pistachio-embedded and OKL’s
version, called OKL4. The implementation of FASS in
OKIL4 is discussed here.

3.1 Ld4Ka::Pistachio

As indicated above, FASS is based on using ARM do-
mains as address-space tags for TLB entries. The L4 im-
plementation uses the same basic approach as described
in [WTUHO3]. At context-switch time, the DACR is
reloaded by a mask disabling access to pages belong-
ing to the address space that is being switched out, and
enabling access to pages belonging to the address space
that is being switched in. In this scheme, a caching page
directory (CPD) is used as the global top-level page-
table used by the hardware walker and 1MiB top-level
entries are copied in and out from the per-address-space
page-tables. The CPD thus points to leaf page tables of
multiple address spaces concurrently.

Flushes are then only required if the new address
space does not have a valid domain and no free domains
are available. In this case, the kernel needs to free a
domain to preempt. If two address spaces overlap, this
is detected by hardware thanks to the access mask in
the DACR, and the kernel then flushes TLB entries and
caches selectively.

The kernel uses three data structures to keep track of
domain usage: a bitfield of dirty domains, a bitfield of
dirty user TCBs (UTCBs) and a bitfield of CPD domain
ownership. In L4, each thread has a UTCB, a datastruc-
ture which is shared between the kernel and user which
serves as an efficient means for threads to communicate
with the kernel.

The dirty-domains bitfield is used to keep track of do-
mains which may have data present in the cache. When-
ever domain ownership of an ARM section changes, the
kernel checks whether the domain of the original sec-
tion is dirty and flushes the TLB and caches if that is the
case. If the domain is clean, it is safe to leave the cache
alone, and the kernel only flushes the TLB. Whenever
the cache is flushed, all the domains are marked clean.
A clean domain is marked dirty when switching to an
address space which has access to pages in that domain.

The implementation minimises changes to the kernel
API for the ARM architecture. The L4 V4 API spec-
ifies that the UTCB area of an address be user config-
urable. The kernel, however also needs to access the
UTCB of all threads in the system. Typically, L4 ac-
cesses UTCBs directly in the kernel heap and users ac-



cess them through a mapping in their address space. On
ARM, this presents a problem due to cache aliasing:
Owing to the VIVT caches, virtual aliases present the
same problem as overlapping address spaces described
earlier in Section 2.1. To avoid this, whenever L4 ac-
cesses a UTCB it performs a check to test whether the
UTCB’s user mapping is in the CPD and tagged with the
user’s domain. If this is true, the kernel accesses the user
mapping, otherwise it accesses the address in its heap.
Accessing the UTCB in the heap, however, may cause
the user’s UTCB mapping to present stale data when it
is faulted in at a later stage. The kernel thus keeps a
UTCB-dirty bitfield which it uses to indicate whether a
UTCB of a domain has been accessed via a kernel map-
ping. Since this only happens when the domain’s UTCB
mapping was not in the CPD; a subsequent user access
will cause a domain fault and the kernel knows to flush
the dirty UTCB data from the cache.

Lastly, the kernel keeps a bitfield of domain owner-
ship for the CPD. This is used during domain recycling
to optimise flushing the CPD of entries belonging to a
particular domain.

One compromise the ARM implementation had to
make to the API was to map the kernel information page
(KIP) to a fixed address common to all address spaces,
rather than let user-level code determine the KIP ad-
dress. This was required to allow the kernel to prevent
cache aliases from occurring in the KIP.

With these features, L4Ka::Pistachio was able to pro-
vide a simple, essentially unmodified API to the user.
Unmodified applications can run, with potential perfor-
mance loss due to domain faults on conflicting virtual
address ranges, but no loss of correctness. Further-
more, applications only need to adhere to a simple set
of memory-layout guidelines in order to make full use
of fast address-space switching. Iguana is a good exam-
ple of such a system, since it uses a single address space
(SAS) model where no conflicting virtual addresses are
allowed, except when using shared data.

3.2 NICTA N2 API

While the original L4Ka::Pistachio implementation
worked well for a some classes of systems, it had a num-
ber of limitations relevant to memory-constrained em-
bedded systems. Some of those limitations could not be
addressed without API changes. As NICTA and OKL
are engaged in deploying L4 in a wide range of embed-
ded applications, we needed an API that supported im-
plementations optimised for such systems.

Commercial realities demanded a smooth and incre-
mental migration path, and we therefore decided to
evolve the existing API in several steps. This also allows
us to provide a reasonable migration path towards the
forthcoming sel.4 API [EDEO7]. The first step was the
N1 API released in October 2005, which was followed
by the N2 API (not yet released at the time of writing but
available from the public source repository). This sec-
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tion describes some of the changes provided by the N2
API relative to the X2 API on which L4Ka::Pistachio is
based.

3.2.1 PID relocation

A simple extension to the API (and one that does not
affect other architectures) is a provision for associating
an ARM PID value with each address space, utilising
the FCSE (or PID relocation) feature of the processor.
If non-zero, this PID forces the lower 32MiB of the ad-
dress space to be remapped as described in Section 2.5.

This raises the issue that now within an address space
two different virtual addresses, one smaller, the other
larger than 32MiB, can reference the same data. In or-
der to simplify the interface, the kernel treats all user
addresses passed in or out of the kernel as MVAs (i.e. re-
mapped virtual addresses). This specifically applies to
addresses specifying mappings or fault addresses. How-
ever, the kernel will not modify user-visible thread state,
such as the PC. This implies, for example, that a page
fault triggered by an instruction fetch may show a fault
address different from the faulting PC value (by 32MiB
times the PID value).

3.2.2 UTCB addresses

One X2 API feature that is problematic on ARM proces-
sors is the user-determined mapping address of UTCBs.
The kernel must prevent inconsistencies in the UTCB
resulting from aliasing, and should also ensure that
UTCB accesses do not result in performance degrada-
tion resulting from domain conflicts. It was therefore
decided to allow the kernel to determine UTCB loca-
tions on some architectures, specifically ARM.

In our implementation of the N2 API on the ARM,
the kernel reserves a 256MiB region of global virtual ad-
dress space for use as UTCB areas. Each address space
is allocated a 1MiB area corresponding to a single CPD
entry for its UTCBs. This allows for up to 256 address
spaces in the system, which is sufficient for most em-
bedded systems (and this limit could be made a kernel
configuration option). That way the kernel can guaran-
tee that no cache aliases occur in the UTCB area and the
kernel and user processes can access the same UTCB
address safely. This can be achieved without having to
keep track of “dirty” state.

L4 still needs to handle domain faults on UTCBs, as
it frequently needs to access the UTCB of a thread other
than the current thread (e.g., during IPC). Faults will be
generated when the domain of the third-party UCTB has
been recycled.

3.2.3 Shared pages

Another issue with the X2 API is that it does not support
efficient sharing of memory between address spaces on
the ARM. As each address-space’s mappings are tagged
with a (at any given time) unique domain ID, accesses



to shared memory would always result in domain mis-
matches and hence flushing of caches.

The obvious way of dealing with sharing on the ARM
is to use a separate domain ID for shared pages, and
configure the DACR to provide access to all sharers.
Implementing this cleanly, without making the API too
architecture-specific and implanting too much policy in
the kernel, is tricky, however. For the N2 API, we there-
fore settled for a simpler approach that is almost as as ef-
fective for the problems at hand, but is definitely seen as
an interim solution. The idea is to let the system’s policy
layer identify sharing environments, called vspaces.

A standard way of efficiently sharing data on the
ARM is to introduce global address-space regions for
sharing. Iguana, which is our policy and resource-
management component that is the core of L4-based
systems, provides such a single-address-space layout in
a way similar to Opal [CLFL94], Mungi [HEV 98] or
Nemesis [LMB™96]. In such a system, there exists a
single, system-wide mapping from virtual to physical
addresses, and as such no cache aliasing problems exist.

While a similar approach is also used by QNX and
Windows CE, this is done at the expense of forego-
ing memory protection, a tradeoff we are not willing
to make. Instead we allow address spaces with non-
conflicting layouts to be tagged with a common vspace
ID, which the kernel can use to avoid cache flushes.

Specifically, on a domain fault, the kernel compares
the vspace ID of the faulting address space with that
of the address space owning the domain that is used
to tag the faulting page in the CPD. If the two vspace
IDs match and are non-zero, the kernel assumes a non-
conflicting address-space layout and does not flush the
cache. The TLB is still flushed, ensuring that each ad-
dress space can only access data explicitly mapped to it
by its pager.

It is the responsibility of the policy layer to ensure
that this is used securely, the kernel only provides the
mechanisms. Incorrect use of the primitives by a pager
can therefore lead to data corruption (not different from
accidentally mapping the wrong page), but not to se-
curity violations beyond what the pager could cause by
other misuse of mappings.

In our Iguana system, all processes running in the
single address space use a vspace ID of one. Iguana
also supports external address spaces (mostly used for
legacy emulation and not intended to share memory),
these all use a vspace ID of zero, and therefore require
cache flushes on domain faults.

If shared memory regions used separate (shared) do-
main IDs, the TLB flush could also be avoided (and
shared pages would be mapped by shared TLB entries),
at the expense of a more complex implementation, and
increased contention for domain IDs. This is planned
for the future, as discussed below.

A complete TLB flush can be avoided where the con-
flicting CPD entry is a 1MiB superpage. In this case, a
single mapping can be flushed from the TLB, eliminat-
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ing the indirect costs of flushing.

3.2.4 Cache control

The L4Ka::Pistachio kernel does not provide a clean
API for cache management. Cache management is im-
portant for applications that share data with explicit
cache aliases. A typical example is a Unix-like oper-
ating system server, which maps pages to client address
spaces and needs to copy data in from and out to the
client.

For the N2 API, a new system call called CacheCon-
trol was created. This allows address-space pagers
(threads with privileges to map and unmap pages in a
client) and clients to perform various cache manipula-
tion operations, such as cache-range flushing, as well
as more complex control such as cache-line locking and
cache setup/partitioning.

3.3 Planned Enhancements

A number of enhancements are proposed for the next
versions of OKL4. These aim to provide better sup-
port on ARM for shared domains as part of a gen-
eral model for improved address-space management,
memory-usage optimisations and further performance
improvements.

The ARM’s hardware-walked two-level page tables
are quite expensive in terms of memory overhead, par-
ticularly in an embedded system with a significant num-
ber of small address spaces. Each address space has a
16KiB top-level page table, which for small processes
will only contain a handful of valid entries — 16KiB of
wasted space per process.

Owing to our implementation of FASS, the top level
of an address-spaces page table is never walked by hard-
ware, the page-table walker only accesses the CPD. This
means that software is free to implement a different
page-table structure, as long as the leaf page tables re-
main unchanged. Hence we can replace the page di-
rectory by a data structure more suitable for small ad-
dress spaces, such as a simple linked list or a two-level
page table with small fanout as shown in Figure 2. It is
even possible to use different formats for different ad-
dress spaces, as long as the root of the data structure
indicates the format.



While this change is a pure implementation optimi-
sation, other planned changes will be visible at the API
level. This includes making address spaces first-class
citizens (again); the present X2 approach of naming
address spaces indirectly via threads allocated in them
never felt quite right, and interferes with other improve-
ments.

Note that the compressed page-table structure dis-
cussed above will still be useful for reducing kernel
memory overhead on ARM v6 cores, even though the
CPD will no longer be required for avoiding cache
flushes.

A more drastic change aims at further improving the
support for memory sharing, in a way that abstracts
over mechanisms found in several different architec-
tures. This is discussed in Section 3.4, and will also
be beneficial on ARM v6.

3.4 Segmentation API Proposal

While the unit of hardware-supported memory sharing
is the page, in typical scenarios the logical unit of shar-
ing is a more arbitrary region of contiguous address
space. Examples are producer-consumer buffers and
memory-mapped files.

Furthermore, several architectures (ARM, PowerPC
[MSSW94] and Itanium [Int00]) provide hardware sup-
port for sharing, including the ability to share a single
TLB entry for shared pages, an attractive way to re-
duce TLB pressure. While previous studies [WTUHO3,
CWHO3] could not find a significant performance im-
pact from TLB sharing, those were done in Linux. A
microkernel-based system tends to have orders of mag-
nitude higher context-switching rates than Linux. It
also makes much more intense use of shared memory
between user-level processes, as OS servers (such as
Wombat) accessing client memory run at user level.
Hence, the ability of the TLB to concurrently map the
working sets of several processes is much more impor-
tant in such a system. Similarly important is the ability
to share page-table subtrees for shared memory regions
in order to minimise kernel memory overheads.

The present API has no provisions that allow the ker-
nel to utilise such hardware features or share page ta-
bles. An abstraction that identifies shared regions could
achieve that, and at the same time significantly reduce
the number of kernel entries required for setting up
shared regions. An obvious abstraction, which maps
directly on the hardware mechanisms in some architec-
tures, is segmentation. Before presenting the model, we
will first describe the relevant architectural features in
PowerPC and Itanium.

34.1 PowerPC Segmentation

A number of commonly used PowerPC processors sup-
port segmentation, including the IBM’s POWER pro-
cessors and the newer embedded PPC603 cores. Tra-
ditional operating systems, as well as L4, have under-
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utilised the segmentation architecture of these proces-
sors, essentially turning segmentation into address space
identifiers. A memory-management model that supports
PowerPC-style segmentation has been desired by the L4
community for some time.

In the case of the POWER processors, segmentation
leads to a two-step address translation. The high-end
bits of the CPU-issued effective address form an effec-
tive segment ID, which is used as an index into a per-
process segment table to obtain a virtual segment ID.
The latter is a system-wide unique identifier for a seg-
ment of up to 256MiB in size. It is combined with the
remainder of the address to form the virtual address.
The combined virtual segment ID and per-segment page
number is translated into a physical address using a page
table. That translation is cached in a TLB, while the seg-
ment translation is cached in a segment lookaside buffer
(SLB). The latest generations of POWER processor also
feature a device called an ERAT which caches the com-
plete address translation.

On the PowerPC, addresses can efficiently share seg-
ments by using effective segment IDs that map to the
same virtual segment ID. As the TLB is indexed by the
virtual address, shared segments naturally share TLB
entries. Since the segment table contains protection bits,
this is possible even if the address spaces have differ-
ent access rights to the segment (e.g., in a consumer-
producer scenario).

3.4.2 Itanium R