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Abstract

Faulty device drivers are a major source of operating sy$adim
ures. We argue that the underlying cause of many driversfasilt
the separation of two highly-related tasks: device vefificaand
driver development. These two tasks have a lot in common, and
result in software that is conceptually and functionaliyigr, yet
kept totally separate. The result is a particularly bad acisgu-
plication of effort: the verification code is correct, butiscarded
after the device has been manufactured; the driver codéeisan
but used in actual device operation. We claim that the twkstas
and the software they produce, can and should be unified hésd t
will result in drastic improvement of device-driver qugland re-
duction in the development cost and time to market.

In this paper we propose a device driver design and verificati
workflow that achieves such unification. We apply this wonkfto
develop and test drivers for four different 1/O devices arthdn-
strate that it improves the driver test coverage and allastsating
driver defects that are extremely hard to find using conoeati
testing techniques.

Categories and Subject Descriptors  D.4.4 [Operating Systenits
Input/Output; B.4.2 [hput/Output and Data Communicatidns
Input/Output Devices

General Terms  Reliability, Verification

Keywords Device Drivers, Reliability, RTL Testbenches, Auto-
mated Testing, Co-verification.

1. Introduction

Device drivers are critical components of an operatingsyg0S),
as they are the software that controls peripheral hardveareh
as disks, network interfaces or graphics displays. Theyemak
a large fraction of OS code, e.g., around 70 % in Linux.

Drivers are also important for another reason: they arecthé-|
ing reliability hazard in modern OSes. Drivers are knownead
sponsible for the majority of OS failures[9], and have beems
to have 3—7 times the defect density of other OS code [5].
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Our recent study [21] has shown that the leading class oédriv
defects, comprising about 40 % of all driver bugs, @egice proto-
col violations i.e., situations where the driver incorrectly handles
the software interface of the device. Common examples ¢f dae
fects include incorrect use of device registers, sendimgneands
to the device in the wrong order, incorrectly interpretimyide re-
sponses, etc.

Device protocol violations are easy to introduce but hardeto
tect and eliminate. They are easy to introduce because digvel-
opers often lack adequate documentation describing hodeiee
should be controlled from software. Available documentapro-
vided by hardware designers in the form of a device datasheet
usually incomplete and inaccurate, leading to numerougdde-
fects.

Device protocol violations are hard to detect due to linitad
of the conventional quality assurance process based dngebt
order to thoroughly test the interaction between the draret the
device, the test harness must exercise the driver undeusacom-
binations of inputs from the OS and the device. Existing cevi
driver testing kits|[16, 25] do a good job of exercising the i®8r-
face of the driver by generating various sequences of |/Qasi3
that model real application scenarios. Testing differeardivare
operating conditions is a much harder task. For instaneepé
haviour of a network controller device depends on the Egtdime
speed, data throughput, collision rate, inter-packet bapdware
flow control, and numerous other parameters. The deviceedriv
must be able to correctly handle the device under any cortibina
of these parameters.

The problem is that controlling the values of these pararaete
requires special hardware, firmware, and software suppothe
remote host. While such support can be provided in pring2i¢,
this is rarely done in practice due to the high complexity foé t
approach. As a result, many driver defects escape even rsglgmi
thorough testing that does not model different environsehat
the device can be placed into.

Other components of the system that affect the device behavi
include the CPU, the I/O bus, and the OS scheduler. All ofehes
components influence the timing of communication between th
driver and the device in ways that are beyond the control ef th
testing software, which further limits the achievable wsterage.
For example, 1/0 bus contention in a system with multiplevact
1/0 devices can reduce the device-to-memory data tranpfssds
and lead to internal device buffer overflow, which must befdly
handled by the driver. Since such uncommon scenarios cdmenot
easily triggered in a directed fashion, they often remaitested.

In addition to the lack of control over the driver’s execuatien-
vironment, the conventional driver testing methodologgoaduf-
fers from the lack of observability of the device behavidtvery
1/0 request sent to the driver must result in certain eventsie
ring at the external interface of the device. For instanaegaiest



to send a network packet must result in the correct data, walitl
CRC and padding fields being sent through the Ethernet aterf
of the device. Since the testing code cannot directly mortftis
external device interface, it must rely on indirect evidete make
sure that the driver completed the operation correctlys Thinot
always sufficient, since an incorrect behaviour is oftenceated
by timing delays or by hardware reliability mechanisms.

In summary, conventional driver testing suffers from sasio
limitations that reduce its effectiveness in detectingefridefects.
The problem is exacerbated by the inadequate device docamen
tion, leading to the overall poor quality of driver code.

We argue that the underlying cause of these difficulties is
the separation of two highly-related taskkevice verificatiorand
driver developmentAs explained in more detail in the following
sections, these two tasks have a lot in common, and resuifftin s
ware that is conceptually and functionally similar. The mdiifer-
ence is that the hardware verification code is built aroundra s
ulated model of the device and thus has complete control aVer
components of the simulated environment, including thelif,
the external physical medium, and the thread schedulechngdn-
ables thorough testing of the device as well as device cldofyic.

In contrast, the driver is developed in the OS environmenhing
on top of the real hardware, which does not allow tight cdriver
the testing process.

The result is a particularly bad case of useless duplicaifon
effort: the verification code is correct, but is discardeterathe
device has been manufactured; the driver code is inferianided
in actual device operation.

Our central claim is that the two tasks, and the software they
produce, can and should be unified, and this will result inas-dr
tic improvement of device-driver quality. To support thigim, we
have developed a workflow in which the driver developer imple
ments and tests the driver in the context of the device vatifin
environment. The resulting driver is then transferred aithmodi-
fications to the OS environment. The workflow guarantee i
that works correctly in the verification environment resiitta cor-
rect driver.

In the proposed workflow, driver testing is performed in flala
with hardware verification, months before the actual hardwsa
manufactured. As a result, driver testing is no longer indtiécal
path to product delivery, which enables shorter producelbgs
ment times and encourages more thorough testing.

We evaluate this workflow by applying it to develop and test
drivers for 4 different 1/O devices. The results are encoimg: we
were able to find 9 driver defects, all of which would have been
extremely hard to find using conventional driver testindgitégues.
Furthermore, we demonstrate that this approach allowsaivimy
the quality of hardware verification by finding two hardwaesidn
defects in one of the devices.

The rest of the paper is structured as folldws. Secflon Zsgive
overview of the hardware verification workflow. We introdube
main ideas behind our approach to verification reuse in Qeéti
discusses potential advantages and limitatibribi®
approach[Sectionl 5 presents design and implementati@ilsdet
We evaluate the proposed approacH_In_Secfion 6, surveyedelat
work in[Section ¥ and draw conclusiondin Secfibn 8.

2. Hardware verification

This section provides an overview of the hardware veriftzati
process used in the majority of modern hardware designs.

In current industrial practice, design and testing of a ceare
tightly integrated. Starting from a formal or informal deption
of the desired device functionality, the hardware enginleselops
a register transfer level (RTL) design of the device. As akiss
are expensive and time-consuming to fix once the design es be
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Figure 1. The RTL testbench architecture.

fabricated in silicon, much effort is put into verifying tesign in
a simulated environment prior to producing hardware. Tlisvsoe
infrastructure for such verification, called the RTéstbenchis
developed in parallel with the design of the device.

The testbench is designed to exercise the RTL design and val-
idate its behaviour under a wide range of operating corutio
Most modern testbenches follow the layered architectuoa/shn
[Figure 1, which models the hardware and software structfiee o
real computer system. It is built around a simulated modehef
device, called thelesign under tegDUT). The DUT is connected
to abus functional modgBFM), which simulates the 1/0O bus the
device is connected to. It accepts bus-read and -write codsna
from higher layers and translates them into bus transactbihe
device interface. Thagentmodule consists of functions and asso-
ciated state that implement high-level device transastguch as
sending network packets, changing device configurationdliveg
interrupts, etc.

The scenariolayer consists of test scenarios designed to thor-
oughly test the device in various modes. Finally, the bottayer
of the testbench simulates the physical medium that thecdevi
controls. For instance, if the DUT is an Ethernet Medium Asce
Control (MAC) controller, this layer simulates an Etherpbysical
transceiver (PHY) chip.

In addition to the above modules that model components of
a computer system, a complete testbench contains modules re
sponsible for monitoring and validating the device operatiThe
scoreboardmodule keeps track of requests sent by the agent to
the DUT and predicts the results of these requests. fibritor
module records input and output signals at the physicaffate
of the device and groups them into high-level transactidree
checkercompares transactions observed by the monitor against pre-
dicted ones recorded in the scoreboard. Finally, coverajga
(not shown in the figure) are used to measure the progres®of th
testbench in fulfilling the verification plan requirements.

The testbench is usually designed to operate in the directed
randomised modes. In the directed mode, the testbenchatesdid
device responses to pre-defined sequences of input stimulie
randomised mode, the testbench generates random sequences
stimuli subject to a set of constraints. Randomisation iapptio
the ordering, timing, and content of messages sent to the B&T
the bus and the PHY interfaces. Since the testbench has etmpl
control over device interfaces, the test coverage is ontjtdid by
the duration of the testing run.

Constructing such a testbench involves substantial eagirge
effort. It is not uncommon for an RTL testbench to be largat an
more complicated than the design that it is intended to Tdst
complexity can be somewhat reduced by using domain-specific
languages such as SystemC and SystemVerilog that provjge su
port for common tasks arising in testbench design, such as ge
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Figure 2. The operating system 1/O stack architecture.

eration of constrained-random stimuli and interfacinghmRTL.

In order to further reduce the effort involved in testbenevel-
opment, electronic design automation (EDA) tool vendooviole
verification class libraries that facilitate the constiowetof layered
designs similar to the one shown[in Figufe 1. Examples of §iuch
braries include the Verification Methodology Manual (VMNE] [
library from Synopsys and the Open Verification Methodology
(OVM) [17] library from Mentor and Cadence.

3. A co-verification approach to driver reliability

This section presents our proposed approach to drivertgaaisur-
ance. In particular, we argue that the hardware verificamsys-
tem described in the previous section can be reused forrdtare
velopment and testing.

We observe that the agent component of the testbgnch (Fifyure
provides similar functionality to a device driver and couridrin-
ciple use the same implementation.
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Figure 3. The testbench and OS architecture using a common
implementation of the environment-independent deviceedri

Given the conceptual similarity between testbench andedriv
code, it seems promising to reuse the former for developiadait-
ter. However, achieving this in practice faces significénallenges.

While the agent and the device driver serve a similar purpose
their respective environments, the exact interface thgjeément
can be different. Adapting the agent implementation to ttineed
interface enforced by a particular OS may involve significafac-
toring, e.g., splitting one operation into several or agdialls to
OS-specific services. In addition, such adaptation reguimiting
device-specific glue code to translate OS requests int®teadigent
functions. The need for these time-consuming and errangsteps
compromises the purpose of code reuse.

Instead of trying to adapt existing testbench code to wotkén
OS environment, we propose unifying the device driver fatar

The agent accepts high-level I/O and configuration requests across the OS and the testbench. A correct implementatitmisof

from the scenario layer and turns these requests into segsien
of device-register read and write operations. Examples@fiests
handled by the agent include sending a network packet, ipeirig
a USB bus transaction, or writing a block of data to the disk.
The agent also receives interrupt notifications from the Digads
device status registers, and informs the scenario layentabe
completion status of requested operations.

For comparison, consider the operating system 1/O stadk-arc
tecture shown ifi Figure 2. It consists of the hardware devize
nected to the physical medium, the I/O bus transport comgris

interface is guaranteed to work correctly in both environtaeWe
call such a reusable implementation emvironment-independent
device driver

One way to achieve driver interface unification is to simeilat
the existing device driver API defined by the OS in the testhen
environment. This way, a driver developed and tested inahéext
of a testbench can be reused directly in the OS kernel without
the need for any modifications or wrapper code. Moreovess it i
also possible to incorporate an existing OS driver in thtbsxh
environment. This is useful for testing drivers developsihg the

the physical I/O bus and the OS bus framework, and the device conventional methodology.

driver providing services to the rest of the OS.

Similarly to the agent component of the testbench, the drive
converts high-level requests from the OS into low-levediattions
with the device over the bus transport. Yet, the agent isldpee in
a more supportive environment than the driver. Firstlyification
engineers have complete access to all device specificatiods
design internals. As such, they are in a good position toempt
device control logic correctly. In contrast, driver deyeos only
have access to the (frequently incorrect) datasheet.

Secondly, the device-control logic can be tested in theesdnt
of the RTL testbench more exhaustively than in the contexa of
driver. The testbench is specifically designed to expodewsucor-
ner cases in the device behaviour. It has complete contesl alv
components of the simulated environment and can model ahusu
situations like bus contention, network collisions, ets & side
effect, such testing also exposes defects in other tedttmmpo-
nents, including the agent, since such defects are likelyatse
failures in verification scenarios.

The downside of this approach is that the resulting drivenlg
compatible with one OS. This is often acceptable, in padicfor
embedded devices that are designed for use with a specifensys

An alternative approach that allows producing reliablevehs
for multiple OSes is to define a single, unified driver inteefdo
be supported by the testbench as well as by each target OS. The
resulting testbench and OS architectures are shown in &Rur
In both environments, the device is managed by the envirattme
independent device driver, which implements two standedlin-
terfaces: thgeneric device-class interfasbared by all similar de-
vices (e.g. all Ethernet controllers or all SCSI adapters) the
generic bus interfacéhat provides generic methods for access to
a specific bus type (PCI, USB, etc). The environment-indépen
driver is developed and tested in the context of the testband is
reused without modifications inside the OS.

In the testbench environment, the driver interacts diyestth
the scenario layer and the BFM, which are designed to be cdmpa
ble with the generic device-class and bus interfaces. I@®envi-



ronment, additional wrappers are required to translatedet OS-
specific driver interfaces and the corresponding genetéfaces.

These wrappers only need to be implemented once for each OS

and each generic interface. This way the environment-ieiggnt

3. The verification engineer extends the resulting testbevith
the contract conformance tester, which provides addititmast
ing scenarios to check that the driver correctly implemémgs
device-class contract. The contract conformance tesestsi®

driver can be reused not only between the testbench and the OS be implemented once for a class of devices.

environment but also across different OSes.

This architecture enables driver verification reuse acnogk
tiple operating systems at the cost of having to provideriate
wrappers for each supported OS. In addition, it is not coihjeat
with existing OS-specific device drivers.

In this paper we experiment with both OS-specific and OS-
independent driver interfaces and demonstrate that bgttoaphes
work in practice. The choice of the optimal solution is leftthe
user and depends on whether they require support for mreilfifles
as well as how much effort they are prepared to invest in tivedr
verification infrastructure.

Interface compatibility is not sufficient to ensure that aveir
developed in the testbench environment will work correttlyhe
OS environment. In particular, some of the implicit assuions
about the environment incorporated in the driver code may no
hold inside the OS. The OS may perform various operations in
a different order than the testbench, or issue concurrdig
operations that the testbench executes sequentially. Asuit rthe
driver based on this code may contain defects even thougiotte
was thoroughly tested in the testbench environment.

In order to avoid such defects, we associate a detailed be-

haviouralcontractwith the device-class interface. The contract de-
fines constraints on the ordering of driver requests andoress
as well as operations that the device must complete to paisfh
request. A correct driver must handle any sequence of regjpes
mitted by the contract. Any valid environment must use theedr

in a way that satisfies all constraints of the contract.

In case the driver implements an OS-specific interface,dhe c
tract must capture constraints imposed by the OS on driver be
haviour. Such a contract can be derived from OS documentatio
and source code. Alternatively, if an OS-independent fater is
used, the contract must be defined together with the intrfac
discusses contracts in more detail.

In order to test the environment-independent driver agams-
straints of the contract, we implementcantract conformance
testeras an extension of the testbench environment. The tester con
sists of two parts. The first part is a testing scenario thadaenly
generates valid sequences of requests to the driver. Thadeart
consists of monitoring and checking components that ke wf
outstanding requests, driver responses, and operatiof@med
by the device and validate them against constraints of theact.

In summary, our proposed driver development and testingwor
flow consists of the following steps.

1. The driver developer implements an environment-indépen
driver for the device in question. The driver must complyhwit
the appropriate device-class and bus interface speaificati
These interfaces can be OS-specific or OS-independent.

. The verification engineer constructs a co-verificatioviren-
ment for the driver. To this end they either modify an exigtin
device testbench or, if one does not exist, build a new tastbe
for use as a co-verification environment from the ground up.
Refactoring an existing testbench that has not been dekfgne
co-verification involves replacing the agent componenthef t
testbench with the environment-independent driver. b aés
quires modifying the scenario layer and the BFM to suppoit ap
propriate driver interfaces. The rest of the testbenclagifuc-
ture, including PHY, DUT, monitor, checker, and scoreboard
modules, are reused with minimal or no changes.

4. Once the driver has been tested in the co-verificatiorremvi
ment, it undergoes final testing in the target OS environment

Note that this workflow does not attempt to shift the task of
driver development from system programmers to hardwarné-ver
cation engineers, but rather enables them to work togethendier
to improve the quality of both the driver and the device.

4. Analysis

The hardware/software co-verification technique intredlin the
previous section has the potential to significantly imprdvieer
reliability by performing driver testing earlier in the mhact life
cycle and by achieving better test coverage. On the othed,han
the need to change current hardware verification practiceg m
impede the practical application of this technique. In ggstion
we analyse potential advantages and limitations of the qzeg
approach.

4.1 Improved driver test coverage

We start with analysing how hardware/software co-verifocaim-
proves the likelihood of detecting various types of drivefedts.
To this end, we adopt the taxonomy of driver defects develape
our earlier work|[21]. We distinguish four categories ofelgt:

1. Device protocol violationsoccur when the driver incorrectly
handles the device interface by issuing an invalid sequence
requests to the device or incorrectly interpreting dataivec
from the device.

2. OS protocol violation®ccur when the driver violates the order-
ing, content, or timing of interactions with the OS.

3. Concurrency defectsccur when a driver incorrectly synchro-
nises multiple threads of control executing within it, dagsa
race condition or a deadlock.

Generic programming faultinclude common coding errors,
such as memory allocation errors and typos.

Device protocol violations account for about 40% of all driv
defects, with the remaining defects distributed evenlys&rthe
other three groups [21].

4,

4.1.1 Device protocol violations

As discussed ih_Section 1, the conventional driver testingren-
ment has insufficient control and visibility of the devicehbeiour,
which limits its ability to detect situations where the dnivincor-
rectly uses the device interface.

In contrast, the device testbench built around the simdlate
model of the device can control device inputs and observe its
outputs and its internal state at the clock-cycle grantyldn order
to exhaustively test the device under a wide range of operati
conditions, the testbench is equipped with stimuli gemesathat
feed various patterns of input signals to the device, mositioat
interpret device outputs, and checkers that validate thegmits.

Importantly, testing the driver requires the same genesatod
monitors as testing the device. This allows leveraging theifs-
cant effort invested in the hardware-verification infrasture for
driver testing. For example, the Ethernet PHY model useésit
ing the Ethernet MAC controller devicg (Figurk 1) should béea
to simulate network traffic to the device with a broad rangpaf
rameters. On the one hand, this is necessary for testingatfte ¢
troller operation under various network traffic conditiond the



same time, this also allows thoroughly testing how the drhan-
dles data exchange with the device.

The fine-grained visibility of the device behaviour enatdad-
to-end validation of driver-device interactions. Thisidation is
carried out by the contract conformance tester, which chéat
every |/O request issued to the driver is successfully cetedl by
the device. For example, it monitors the network interfatéhe
device to make sure that packets sent to the driver appeaeat t
network interface in the right order and that none of the ptclre
dropped or delayed. Note that such validation cannot becaetli
during conventional driver testing, where the test hariassonly
observe driver's responses to 1/0O requests but not the ingtch
device behaviours.

4.1.2 OS protocol violations

Device-class contracts are also the main means of testimy @&

col compliance of a device driver. The contract conformaeseer
is designed to randomly simulate all possible sequencesjoists
that the driver can get from the OS and to validate driveraesps
against contract requirements.

4.1.3 Concurrency defects and generic programming errors

The co-verification methodology that we present here dogs no
provide special means to detect generic programming eenoas
concurrency defects. However, generic programming ersursh

as bugs in bit-level arithmetic, often lead to device or O&qol
violations, in which case they can be detected using mesheni
described above.

In contrast, concurrency defects are unlikely to be deteirte
the co-verification environment. In order to achieve detgistic
execution, device testbenches are usually designed athentb-
operative threading model. As a result, most thread irdeitgs
that may cause race conditions in the OS kernel environment d
not occur in the testbench environment.

they improve the testbench architecture: interface uniinahelps
avoid reinventing the same interface for every device aailiti@es
code reuse across testbenches.

4.3

In current OSes, driver development follows one of two datin
ing models. In the first model the driver is created and maiath
by the hardware-device vendor. This approach is standaMyifo-
dows drivers. The co-verification methodology fits well inkds
model, as both the initial version of the driver and all sujosnt
releases can be tested by the hardware vendor in the cceatidfi
environment.

In the second model, used for the majority of Linux drivers,
driver maintenance is the responsibility of OS developEn® ini-
tial version of the driver is often provided by the hardwaeador.
However, subsequent support, including bug fixing and adiaot
to kernel API changes is performed by one of the kernel dgvelo
ers. In this model the driver maintainer does not have adoetbe
device testbench; hence co-verification can only be peddrby
the device vendor on the initial version of the driver.

In the worst-case scenario, the device vendor does notd®ovi
even the initial driver implementation. The driver is weittby OS
developers based on the device datasheet or by reverseengm
an existing driver for another OS. In this scenario, theairide-
veloper does not have access to the device RTL and its testben
hence co-verification is not applicable to such drivers.

The use of OS-independent driver interfaces allows impigvi
this process. Instead of implementing drivers for multipi8es,
the device vendor can publish the co-verified OS-indepéeniden
plementation of the driver. OS developers only need to barid
maintain interface wrappers for relevant interfaces.

Impact on driver development and maintenance

4.4 Simulation speed

Concurrency defects and generic programming errors can beThe qua“ty of teSting is related to its duration: |0ngert tess de-

mitigated using complementary techniques, includingictatal-
ysis [12] and software fault isolation [26].

4.1.4 Hardware defects

While the co-verification approach is primarily intendeddietect
device-driver defects, it also has the potential to impitbesquality
of hardware testing.

Most device testbenches derive their testing scenarios fhe
specification of the device being tested. These scenanwegsent
the hardware designer’s idea of how the device is going tcskd,u
rather than the actual usage patterns that occur in a rdehsys

Contract-based testing closes this gap. By testing theceevi
driver for adherence to the contract, we simultaneoushthesde-
vice under a wide range of scenarios that model how the dexite
be used in a real OS. This helps uncover hardware-desigetdefe
missed by other testing scenarios before the device is mgiéed
in silicon.

4.2 Impact on the testbench architecture

The proposed co-verification methodology relies on hardwear-
ification engineers to incorporate environment-indepahdevice
drivers and device-class contracts in their testbenchesnéed to
change well-established verification practices may carap#i the
industrial adoption of this methodology.

tect more defects and result in more reliable drivers. Qnédtion
of testing in the simulated testbench environment is thatkited
devices typically run three to four orders of magnitude glothan
real hardware. As a result, fewer tests can be run in the given
frame.

Low simulation speed is compensated for by higher testing
precision: while conventional driver testing ends up hdtithe
same common-case execution paths most of the time, thetestb
uses its fine-grained control over device interfaces toedthe
device into various corner-case situations. To this endliés on
randomisation and careful choice of testing scenarios.

The problem can be further mitigated using techniques for
improving simulation speed. These include FPGA-based test
ing [3] and replacing low-level RTL device models with mote a
stract models that simulate faster|[27]. Finally, testinghie co-
verification environment can be complemented by faster)dag
accurate, conventional OS-based testing.

4.5 Unified driver-OS interface

Generic device-class and bus interfaces enable the reussifif
cation results across multiple OSes: a driver tested inetsibénch
environment should work correctly in the context of any O8tth
provides wrappers for the appropriate generic interfaces.
Unfortunately, previous attempts to introduce a unifiedetri

For the approach to be practical, such changes must be keptinterface [20] were not successful, because major OS vewdere

to a minimum. In particular, modifications required to thésérg
verification infrastructure to make it compatible with exviment-
independent driver interfaces only affect the BFM and tlenado
layer, which comprise a small fraction of the testbench citle
argue that such modifications are not only acceptable, it th

reluctant to give up the competitive advantage of havindebet
hardware support than less popular systems. In additioen-op
source systems like Linux continuously evolve their driirger-
faces, so that drivers are not even portable across Linwnekee-
leases. Cross-OS interface unification looks problematithése



settings. Therefore, in the short term the use of OS-spenific-
faces in co-verification is likely to be a more practical aygmh.

4.6 Handling non-standard device features

1virtual

class ethernetmac;

virtual task mac.enable (...);
virtual task mac.disable (...);
virtual task tx_queuepacket (...);

5 -
The co-verification methodology described so far assumat th sendclass: ethernetmac

all devices of the same type provide equivalent functiapalnd

can be accessed via a common interface. This allows the reusevirtual

of the entire co-verification infrastructure, includingetbontract
conformance tester and OS wrappers, for all devices of thesa
class.

In practice, many I/O devices support non-standard festure
that are not covered by the existing device-class interf@een
these features distinguish the product among competitweefore
reliable software support for them is important.

In order to support such non-standard devices, a custorioxers
of the device-class interface and the associated contadbe
mance tester must be produced for the device. In additienOth
wrappers also need to be modified to support the new behaviour
We expect such modifications to be strictly incremental inrstmo
cases, since non-standard devices are usually compatithieallv
features of the standard ones.

Thus, the reuse of the verification environment can be eggnd
even to non-standard devices, although additional peceeffort
is required in such cases.

Note that the problem is not unique to the co-verification
methodology. Inherently, devices with non-standard fesgtue-
quire special testing code. However, with our approachstieg
device-class contract testers can be immediately reusedtehe
generic functionality of non-standard devices, since simlices
must still support all the features present in simpler devic

5. Design and implementation
5.1 Interface specifications

Before starting on the implemention of the driver and its co-
verification environment, one must obtain specificationsthaf
driver interfaces. In case OS-specific interfaces are ubent spec-
ifications can be extracted from OS header files. Alternbgtive
the co-verification environment is constructed around ger@s-
independent interfaces, these interfaces need to be déifisied

Ideally, generic driver interfaces should be standardaadss
the industry, which will facilitate the reuse of the assteihtest-
bench components. In practice, however, different vendoes
likely to define their own generic interfaces and developehgre
co-verification infrastructure in-house. In either casese inter-
faces must be designed by system programmers, who haveih-de
understanding of how the OS interacts with hardware.

Generic interfaces resemble analogous driver interfagfset!
by an OS. Unlike OS-specific interfaces, however, geneiiedr
interfaces must allow implementation in any OS, i.e., itidtdde
possible to build an efficient wrapper to translate betwéenQs-
specific and the generic interface.

We start defining a generic device-class interface by iéiéng
the set of 1/0 operations that this particular device classtaup-
port. These include data transfer requests (e.g., sendihgeaeiv-
ing packets), configuration requests, power managemenesés)
etc. We analyse how each of these operations is implemented i
several existing OSes in order to come up with a design thedfiis
cient, e.g., avoids unnecessary data copying and blocaimdjthat
can be mapped onto existing OS interfaces. Based on thigsasal
we determine whether the given operation should be implézden
as a single, potentially blocking, method or as a requestpbetion
chain and define the list of its arguments and their types.

A generic interface specification can be written in eitheys s
tem programming language, e.g., C or C++, or in a hardware-
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nendclass: ethernetmac.cb

class ethernetmac.chb;
virtual task tx_packetsent (...);

Figure 4. A fragment of the Ethernet controller device-class inter-
face specification in SystemVerilog.

verification language, e.g., SystemVerilog or SystemCailt then
be automatically translated into any other supported lagguTo
this end, language subsets that allow mapping to other &yesu
must be used.

shows a fragment of the generic interface spediitat
for the Ethernet MAC controller device class, written in &ys\Ver-
ilog. This interface must be implemented by any environment
independent Ethernet device driver. The first part of theifipa-
tion (lines 1 through 6) lists methods that an Ethernet dniwast
provide to the OS, including methods to enable and disalde th
controller, add a new packet to the device transmit queaeTée
second part (lines 8-11) defines the callback interfacettiega®©S
must provide to the driver. The driver uses this interfacesfmrt
device status changes and I/O request completions to th&@®S.
instance, thex_packet_sent callback notifies the OS about suc-
cessful transmission of a packet.

In addition to generic device-class interfaces, one must al
specify generic bus interfaces (§ee Figyre 3) for variopedyof
1/0 buses as well as generic interfaces to common OS sesticds
as timers, synchronisation, and DMA buffer management.

In particular, design of the DMA buffer management integfac
raises some interesting issues due to the different waykiictvthe
testbench and the OS manage devices’ access to physicalrjniemo
In the OS environment, access to memory is mediated by axidres
translation hardware, including the MMU and the IOMMU. In
contrast, in the testbench environment the driver and thecee
both have direct access to a simulated RAM.

In order to abstract away the differences between the two mod
els, we designed a generic DMA buffer management API that al-
lows efficient implementation in the testbench environnaenivell
as in any OS kernel. The API exports two simple abstractitres:
iospaceabstraction that represents the device’s view of the physi-
cal RAM, and thdéobufferabstraction that represents a data buffer.
All mapping, translation, and coherency issues are hartdtecs-
parently by the internal implementation of the API.

5.2 Device-class contracts

A device-class contract extends the device testbench veipleaifi-
cation of how the OS interacts with the device. It defines tairgs
on the ordering of requests and responses exchanged byitae dr
and the OS. It also defines the semantics of each requesiis ter
of its effect on the device behaviour.

The following is a simplified example of a rule defined by the
Ethernet controller device-class contract:

1. When the controller is enabled, the OS can call the
tx_queue_packet method of the driver to transmit a
network packet.

2. The driver must transmit packets received from the OS
over the network in FIFO order.
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Figure 5. Ethernet controller co-verification environment with the

contract conformance tester.

3. Once a packet has been transmitted, the driver must
notify the OS via theex_packet_sent callback.

The second clause of the rule is the most interesting oné, as

relates OS requests to the expected device behaviour. Byoand
this rule at run time, the co-verification environment makase
that the driver correctly completes all transmit requestss is
in contrast to conventional driver testing where the tesgpam
cannot directly observe whether the device has really pedd
the requested operation.

A device class contract must be sufficiently restrictiveuter
out any illegal behaviours, yet sufficiently liberal to all@ range
of possible valid behaviours. For example, the network rodier
is not allowed to drop an incoming packet when its receivdeouf
is empty and the packet is received without an error. A failiar
deliver such a packet to the OS indicates a defect in eitleatethiice
or the driver. On the other hand, the controller may or maydnop
the packet if the inter-packet gap is too short, the receifebis
full, or the packet is longer than the currently configuregshold.
To complicate things further, if several such packets arirva row,
the controller can accept any subset of them.

Error handling is another source of complexity in contrgecs
ifications. The driver must correctly report the status ahpteted

1/0 requests to the OS. For example, if hardware CRC chedking
enabled and the device receives a packet with invalid CR@, fiel

the driver must report a CRC error.
Finally, a contract must capture various interleavings afdh

hardware scoreboard records individual bus transacttbesgon-
tract scoreboard records high-level I/0 requests to thedri

Finally, the contract checkemodule observes the device be-
haviour and validates it against requests recorded in tirekoard.

As a concrete example, consider how the rule cited above is
enforced by the Ethernet device-class contract conformgaster.
The contract scenario module implements the first clausdef t
rule by randomly generating transmit requests to the dfi&emng
with other types of requests) whenever the controller ishlena
The contract scoreboard records each packet sent to ther driv
in its internal queue. The contract checker receives natifins
about transactions that occur at the PHY interface of thécdev
from the monitor module. In particular, it is notified wheeev
the device transmits a complete Ethernet frame on the wire. |
checks that packets are transferred in FIFO order by comgpari
the payload of this frame with the packet at the head of theria
queue maintained in the scoreboard (clause 2). The cheld@r a
gets notified by the contract scoreboard when the driverkieso
the tx_packet_sent callback and verifies that this only happens
after the successful transmission of the packet (clause 3).lfzinal
it makes sure that the driver does not lose packets by chgthat

. every packet recorded in the scoreboard is sent on the riebmolr
! acknowledged by the driver within a certain time period.

The contract scoreboard and checker modules are incogglorat
in the device testbench alongside the conventional scardemnd
checker used in device verificatidn (Figulle 5). Likewise ton-
tract scenario module is used along with potentially mahgosce-
narios developed by verification engineers to test the defvinc-
tionality.

Implementing a contract conformance tester is a compléx tas
therefore it is desirable to reuse the same implementatibm w
multiple testbenches for different devices of the same.typehis
end, all interfaces between the tester modules and the fréise o
testbench must be standardised. Inputs to the contractksmand
module are already standardised as part of the the dewass-cl
interface specification. The only remaining interface thaeds
to be defined is the one between the monitor and the contract
checker. For Ethernet devices, for example, this interéawesists
of methods that notify the checker about frames sent andvezte
by the controller, network collisions, aborted transfets,

5.3 Environment-independent drivers

The task of implementing an environment-independent @evic
driver is similar to that of writing a normal driver. One colinp

ware and software events. For example, when the network con- cation involved in sharing the driver implementation betwehe

troller is disabled, it must drop all incoming packets. Afiege OS
enables the controller, it must deliver incoming packeti® ©S.

However, depending on the implementation of the driver dmed t

device, they can keep receiving packets while the disabémable
request in in progress.

At the moment, device-class contracts are written as inébrm

documents. Based on this document, the verification enginee
plements a contract conformance tester that is integratedthe
device testbench and checks the driver’'s contract congaiahhe
tester consists of three modules showi Tn Figire 5. ddwract

testbench and the OS environment is that testbenches are wri
ten in hardware verification languages such as SystemC asid Sy
temVerilog, whereas OS kernels can only host code writte@ in

or C++. One possible solution is to implement the environtmen
independent driver in C or C++ and incorporate it into a Sydter-

ilog or SystemC testbench using inter-language bindingterAa-
tively, the driver can be written in the same language as éle r

of the testbench and automatically translated into C. Weeexp
the former approach to be the more common one, as C and C++
are currently languages of choice for driver developerthdflatter

scenariomodule simulates the most general contract-compliant en- approach is taken, the use of the verification language neust-b

vironment that the driver can be placed into by randomlyirggsu
requests to the driver according to the constraints of tiraot. It

stricted to a subset that allows automatic translation tm Case of
SystemVerilog, this mainly implies avoiding features thequire

is designed in such a way that any valid sequence of requdlsts w automatic garbage collection.

be generated eventually with probability one.

Thecontract scoreboaranodule keeps track of outstanding re-

quests issued to the driver and the driver’s responses $e tiee
quests. It operates at a higher level of abstraction thavertional
scoreboards used in hardware verification [see Figure lje\ifie

Detailed investigation of automatic SystemVerilog-tor@ns-
lation is beyond the scope of this research. Only one of tise ca
studies presented [n"Secfion 6 uses a SystemVerilog implame
tion of the driver. For this driver, the translation to C wasfprmed
manually.



5.4 OS wrappers Our co-verification environment for this device is based o t
OS wrappers implement the translation between OS-specific a €XiSting proprietary testbench, developed using the OVNho:
generic driver interfaces. This translation must be imgetad ef- ology [17].

ficiently to avoid performance degradation. In particub@erations .
that involve data copying and synchronisation should bédaebin 6.1.3 Case study 3: USB host controller

the performance-critical data path. The third case study is based on an existing Linux driver ffier t

Avoiding copying means that data buffers passed by the OS to OpenCores USB 1.1 host controller devicel [19]. We implerent
the driver should be converted from the OS-specific reptatien the co-verification environment for this device on top oféxesting
into the generic iobuffer representation in place, i.ethaut copy- custom testbench that does not rely on any standard veidficat
ing their data payload. To this end, we provide several impieta- methodology.

tions of the iobuffer interface on top of different data leufprimi-

tives supported by the OS. For example, Linux has separata-pr ~ 6-14 Case study 4: USB slave controller

tives for simple buffers, scatter-gather buffers, and oétuffers; Our final case study is based on an Intel USB slave controfécd

hence three different iobuffer implementations are resglir . Since we did not have access to an existing device testbamch
implemented our own testbench from scratch.

6. Evaluation

In this section we evaluate the proposed co-verificatiorhowuil-
ogy with respect to the following criteria:

6.1.5 Summary of case studies

[Table 1 summarises the four case studies. For each caseistudy
shows:

¢ Feasibility. We demonstrate that this methodology enables the
creation of device drivers that can be used without modifica- . . ] ) )
tions in both the OS and the testbench environment. Further- ® The size of the environment-independent driver used in co-

* The size of the native Linux driver for the given device.

more, implementing a device driver using this methodolagy i verification.

comparable in terms of required time and effort to convenatio e The size of the co-verification infrastructure, excludir t

driver development. driver, the DUT, and the contract conformance tester (see
e Reliability. We show that hardware/software co-verification [Figure §).

helps improve driver reliability by detecting driver deffethat e The size of the contract conformance tester.

are extemely hard to find during conventional driver testing

¢ PerformanceWe provide evidence that the improved driver re-
liability does not come at the cost of performance degradati

The last two columns represent the reusable part of the co-
verification environment that can be applied to test mudtigée-
vices of the same type and their drivers. As can be seen frem th
6.1 Case studies table, this reusable part is an order of magnitude larger the

i . ) driver that is being tested. The only exception is the lasé ciudy,
Our evaluation was performed as a series of case studieswher \ynere we only implemented a minimal rudimentary testbeAch.

we implemented and tested drivers for four different desid&e  giher observation that can be drawn from the table is thaigeeof
choice of devices was limited to open-source designs focwhi  enyironment-independent device drivers is on par with\egent
RTL specifications are publicly available, and a limitedesébn native Linux drivers.

of designs used inside Intel.
In one of the case studies we built a co-verification environ- 6.2 Feasibility
ment around an existing Linux driver. In the three other chisdies
we defined OS-independent driver interfaces for respedewvice
classes and implemented drivers and their co-verificatimiren-
ments around these interfaces.
Three of the case studies were accomplished by refactoring
existing device testbenches, whereas in the fourth casly ste

We start with evaluating the feasibility of developing aedting
device drivers using the co-verification methodology.

Our case studies did not produce any surprises here: writing
an environment-independent driver was quite similar totingi
a regular OS-based driver, and involved a comparable anmafunt

; labour.
implemented a testbench from scratch. Refactoring an existing testbench into a co-verificatioriren-
6.1.1 Case study 1: Ethernet controller ment also proved a straightforward task. The main efforblived

in such refactoring is implementing various OS serviceslired

In the first case study we implemented and tested a driver py the driver, which took several days in our case studieis iEh

project [18]. Our co-verification environment is based onean when building a co-verifciation environment for a new devic

isting open-source testbench for this device developedgutsie The next step is to introduce the contract conformance rteste

Synopsys VMM methodology [2]. . . into the testbench in order to thoroughly test the drivercfimmal-
_This is the only case study where the environment-independe  jty against OS requirements. Implementing this tester dsriost

driver was implemented in SystemVerilog and then manuediys- complicated and time consuming step in the co-verificationkw

lated into C. The translation was performed in a mechani@l W fiow, Modelling and checking the outcomes of 1/0 requestseund
that mimicked the work of an automatic translator. In thesottase various combinations of hardware and software inputs regqun-

studies drivers were implemented in C from the beginningiand  yglved logic. This logic is particularly difficult to get rig given
tegrated in the verification environment using Systemugrto-C that it must handle events from three concurrent sourcesdriter,
bindings. the DUT, and the PHY module. In addition, it must reflect tha-no

. determinism in the driver and the device behaviour wheretinee
6.1.2 Case study 2: High-speed UART sequence of inputs can cause multiple valid outputs. Theamn
The device used in this case study is a high-speed Intel UART conformance tester must be carefully implemented to allbvea
controller with an integrated DMA engine. gal outputs, while detecting any illegal ones.



# | case study . Lines of code _
Linux driver Er_]v-lndependent Co-_verlflcatlon Contract
driver environment conformance tester
1 | Ethernet controller 1,189 957 10,032 1,794
2 | High-speed UART 1,554 2,077 18,418 5,622
3 | USB host controller 1,147 1,052 7,909 1,892
4 | USB slave controller 3,333 2,705 427 1,230

Table 1. Summary

The effort of developing a device-class contract conforrean
tester could hardly be justified it it had to be done afreshefich
device. Fortunately, this work is amortised across manyedsiof
the same class that can be tested using the common tester.

The effectiveness of the co-verification methodology cafube
ther improved by automating the task of writing contractfoon
mance testers. As mentionedin Secfion 5.2, device-clagsanis
are currently written as informal documents. If contragisteaints
are specified formally, one can in principle generate a eshtion-
formance tester automatically from this specification. Gugoing
work is focusing on languages and tools for automatic geioera
of contract conformance testers.

In our case studies, we implemented co-verification environ
ments on top of VMM and OVM testbenches, which represent the
two most popular hardware verification methodologies nayad
as well as on top of a custom testbench. This gives us confidenc
that our approach to the reuse of the hardware verificatisagn
tructure in driver testing applies to the majority of curelevice
testbenches.

Another encouraging observation is that the testbenchgeev
a better debugging environment for drivers than real harewa
Driver developers are only too familiar with the frustratsituation
where a device simply refuses to behave as expected, ai@ituat
which frequently requires a trial-and-error approach sohee. It
is a consequence of the inability to inspect the internaéstathe
device. In the testbench environment, the programmer haplete
access to the source code and the runtime state of the sadulat
device, which helps tremendously in diagnosing difficuttigems.

Driver debugging is further simplified due to the fact that th
testbench executes as a user-level program. This enablesetof
program debugging and analysis tools that are not availatitee
kernel environment.

6.3 Reliability

For evaluating the impact of co-verification on driver rblliay, we
set out to answer the following questions. Firstly, whatetyf
defects that are hard to find during conventional driveiirigstan
be detected using co-verification? Secondly, what type®fdats
does co-verification fail to detect?

In order to answer the first question, we invert the normal co-
verification workflow: we start with developing and testirfiet
driver in the OS environment before moving to the co-verifara
environment. Additional defects found during co-verifioatare
analysed to determine why they escaped detection duringihe
tial testing. In some cases, the analysis showed that tleetssuld
have potentially been discovered in the OS environment bging
additional tests. In other cases, even extensive addit@@8zbased
testing would have been unlikely to find the defect. Thesedatsf
represent the classes of defects that can be eliminatedstasu
tially reduced using co-verification.

We followed this approach in case studies 2 and 4. Case study
3 takes a similar approach, but instead of implementing esiihig
our own Linux driver we used an existing Linux driver for the-d

of case studies.

vice that had been used in several working designs. We ptried
driver to the co-verification environment with minimal clggs.

Finally, case study 1 implemented the normal co-verificatio
workflow, i.e., it started with developing and testing thevelr
in the co-verification environment before moving to the letrn
environment. As we discovered defects in our implementatib
the driver, we compared them against the existing Linuxedriv
for the same device. This way we found a potentially dangerou
runaway DMA defect in the Linux driver.

Case study 1 also revealed two hardware-design defectgin th
Ethernet controller RTL. These defects were triggeredtirations
which occur in a real OS, but which the original device testie
failed to model, such as disabling the controller while ¢hier a
packet transfer in progress. As a result, they had not beectee
during conventional hardware verification. This is a commpoob-
lem in hardware verification: verification engineers do nateha
good understanding how the device under test must interilet w
the OS and as a result fail to implement relevant test caseser
defects also had not come up during conventional drivemigst
because their effect was masked by TCP/IP error recoverjpanec
nisms.

summarises software and hardware defects that were
discovered during our case studies and that would have k#ien d
cult to detect using conventional testing techniques. &lirslude
device and OS protocol violations, generic programmingectst
and hardware design errors.

These defects can be further partitioned into three grolips.
first group includes defects that depend on system parasriiar
cannot be controlled by the testing software, such as I/Gpaed
or BIOS-defined device configuration (defects #4, 6). Thesdc
group contains defects that escape detection during ¢gdsticause
their effect cannot be directly observed by the test progdefects
#1,2,3,5,9, 10). The third group is comprised of defectgiied
by software request sequences that are difficult to genémate
directed way in the OS environment (defects #7, 8, 11).

As discussed ifi_Section 1, the fundamental problem that pre-
vents these defects from being detected during convemtid8a
based testing is that the OS lacks means to directly contcbbé-
serve the device behaviour. In contrast, the co-verificatioviron-
ment can generate arbitrary input signals to the device badroe
device output signals at the wire level, which makes thedtiete
of this kind of defects straightforward.

To answer the second question about faults missed by co-
verification, we place the Ethernet controller driver froase study
1, which has been tested in the co-verification environmieta,
the Linux kernel environment and keep testing it there. Ag-a r
sult, we uncovered two additional defects that were misseate
co-verification environment.

The first defect was a race condition between the packet
transmission function and the interrupt handler. As memtibin

[Section 4.1.8, our methodology is not effective againstaamency

errors; therefore the discovery of this kind of defect in avedfied
driver did not come as a surprise.
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Case study 1: Ethernet

1 Runaway DMA: the device continued accessing DMA dev | The defect was identified by the contract checker when it
buffers after they have been deallocated by the driver. received a packet transmission notification after the direel
The defect was caused by an undocumented device reported that the transmitter had been disabled. It was not
behaviour where the device, when disabled, did not found during conventional testing, since runaway DMA cdnpo
immediately stop its transmit and receive engines. be detected by the OS until it causes a memory corruption

even then tracing down the root cause of the problem is
difficult.

e e o e by | These haraware designdefcts e tiggered n stuators
descriptor in the transmit queue. w |(t:)h oc:ﬁl;rlllng real OdSI but v;/]hlchd'ghet;)lylglnﬁl device !

3 Hardware race condition: disabling only the receiver| hiw ﬁﬁeirﬁzre?éz ptgcrl?eq[ t(rea{nsslé(e:r iﬁspr(;Z?eslgg At\seacrzrs]g; tehre
gzﬁsog]fggddsgffef:used corruption of the next were not detected during conventional hardware verifioatio

Case study 2: High-speed UART

4 | The HS UART implements an extended register set thatdev | The driver was tested on a platform that configured the devjce
is only available in the memory-mapped device in the memory-mapped mode. In contrast, the co-verificatio
configuration. The driver, however, attempted to access environment simulated both modes, which allowed detectiq
these extended registers in both the memory-mapped of the error.
and the 1/0O-space mapped mode.

5 | The driver did not disable software flow control dev | The defect did not cause any functional errors and therefor
interrupts when running with hardware flow control could not be easily detected during OS-based testing. In th
enabled. This did not affect its functional correctness, co-verification environment, the UART device-class cocttra
but resulted in an increased CPU load due to excessjve defines constraints on UART interrupt generation, whichewe
flow control interrupts generated by the device. violated when the defect was triggered during co-verifarati

Case study 3: USB host controller

6 | The driver is required to wait for a few microseconds| dev | This defect did not come up during conventional driver testi
after issuing a write to the device reset register and due to the slow I/O bus on the development board, which
before reading or writing any other device registers. introduced sufficient delay between register accesseséor t
The Linux driver was missing this delay. As a result, the device to complete the reset. It would, however, prevent the
device failed to initialise correctly. device from working correctly in a system with a faster bus.

7 | Atypo in bit-vector arithmetic prevented the driver gen | This defect was not detected while testing the driver in kjnu
from correctly setting the USB hub port speed during because Linux usually resets the hub port immediately aftef
port power-up. powering it up. The reset routine set the port speed cowrectl

thus undoing the effect of the power-up routine. The defect
was discovered in the co-verification environment by the
contract checker, which checks the connection status adter
power-up.

8 | The driver incorrectly assumed that the OS never 0s Multiple outstanding control transfers are uncommon in US|
submits more than one request to a USB control devices, which is why this defect was not discovered during
endpoint at a time. When such a situation occurred, the driver testing. Our USB host-controller contract scenario
driver's USB transfer abort function aborted the wrong simulates such behaviour and therefore was able to deisct th
transfer. error.

Case study 4: USB slave

9 Upon a USB disconnect, the driver generated numerpudev | The defect was not detected during conventional testing,
bogus disconnect, suspend, and resume notificationgfor because the OS is unable to distinguish a bogus disconnedt
300ms. The problem was caused by the USB suspend notification from a real one.
signal in the device status register, which started
floating after a disconnect, causing fake interrupt
notifications.

10 | When aborting a partially transferred packet, the driver gen | This defect could not be detected during conventionalrtgsti
returned incorrect count of transferred bytes. The because the OS does not know the actual number of bytes
problem was caused by the driver not properly updatjng transferred and is therefore unable to validate the value
the transfer length field of the packet in the abort path. returned by the driver.

11 | The driver violated the USB endpoint abort protocol os | The infinite loop scenario is possible, but rarely occurs in
expected by the OS by failing to mark the endpoint as practice and was never encountered during conventionardii
stopped before aborting the first transfer associated ith testing.
it. As a result, the OS could immediately requeue the|
transfer, potentially entering an infinite loop.

Table 2. Driver defects discovered using co-verification that wdudgre been difficult to detect using conventional testingnégues. The
third column describes the type of defedev— device protocol violationps — OS protocol violationgen— generic programming error,
h/w-hardware design error.
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Figure 6. OpenCores Ethernet controller UDP throughput bench-
mark results.

The second defect was caused by the driver not initialisivey o
of its state variables to 0, which prevented it from corsesgnd-
ing network packets. The defect could have been detectedgdur
co-verification if our environment had randomised the cont
dynamically allocated memory.

Overall, these results confirm our analysis presented in
[Section 4: the co-verification methodology is effective aling
with most types of driver defects, including defects that diffi-
cult to detect using conventional testing techniques.

6.4 Performance

For our performance evaluation, we use the Ethernet cdatrol
driver from case study 1. The controller hardware runs or\ét25
FPGA board with an OpenRISC CPU. On such a slow platform,
driver performance can have critical impact on both 1/O tgmut
and CPU utilisation, especially under heavy network traffic

We compare the performance of the driver developed using
the co-verification methodology against the native Linuketr
for this device. To this end we measure network throughpdt an
CPU utitlisation when receiving streams of UDP packets dbves
sizes.

In all experiments, both drivers generated CPU utilisatbbn
about 100%. Throughput results are showi in Figlire 6. The two
drivers achieved similar throughput for all packet sizesfdct,
the co-verified driver sustains up to 8% higher throughpanttine
Linux driver. Our analysis showed that the additional oeaihin
the Linux driver was caused by an extra data copy operatiaiitth
performed in the receive path.

These results indicate that our approach to driver devetopm
does not result in a noticeable performance overhead.

7. Related Work

Previous research on device driver reliability has mainigused
on detectingl[1}16,17], isolating [[8, 10, /13,114, 24| 28, 29]da
avoiding [21| 23] driver defects. Another approach, imptated in
tools like Devil [15] and Termite [22] reduces the number efatts
in drivers by generating a partial or complete implemeaotatf a
driver from a formal specification of the device interface.

All of these techniques, however, suffer from serious limi-
tations. Existing static analysis tools are capable of ditg a
limited subset of errors, such as common OS API rule viola-
tions [1] and certain memory allocation and synchronisato-
rors [7]. Stronger correctness properties, such as menadefys
race-freedom, and correct use of device interfaces, arerdly

beyond the reach of these tools. Runtime isolation ardhites are
capable of detecting broader classes of errors; howevey mfan
these systems incur intolerably high overhead. In additieola-
tion doesn’'t remove the need for testing, as a bug in an mwlat
driver can still lead to a complete of partial system faillmally,
automatic code generation tools are limited by the avditstof
correct device specifications.

Due to these limitations, driver testing remains the mogtdm
tant technique for ensuring driver correctness.

Recently, Kuznetsov et al. [11] proposed a symbolic execu-
tion technique for improving the test coverage of deviceals.
Their approach allows detecting generic programming syion-
currrency errors and, potentially, OS protocol violatidmswvever it
is not effective against device protocol violations, whigthe most
common type of driver defects. We believe that our techricare
complementary: by using symbolic execution rather thadoari-
sation to steer drive testing in the co-verification envingmt, it
is possible to achieve better precision in detecting depiotocol
violations.

In the hardware design world, virtual prototypes [27] ardely
used for software and hardware testing. A virtual prototigoa
fully functional model of a complete hardware platform,lirding
the CPU and I/O devices, capable of running the completesyst
software stack. It enables testing of device drivers as qfatihe
OS before the actual device hardware is available. Virtwaiop
types are primarily intended for integration testing anchdopro-
vide mechanisms for fine-grained control and monitoringhefde-
vice behaviour, which are necessary for thorough testirdpoice
drivers.

Bombieri et al. [[4] propose a method for generating a device
driver from an existing device testbench by converting thet-t
bench to a state machine representation and manually figlagti
sequences of commands that correspond to driver operatmes
problem with this approach is that the required manual stepror-
prone. More importantly, as discussed in Secfibn 3, testbende
that is not designed for reuse in the OS environment is uglilce
be reusable without substantial modification.

8. Conclusions

We argue that the lack of cooperation between hardware dtid so
ware designers is a major source of driver reliability peol and
propose an architectural framework to enable such coaperat
This framework allows most of the driver code to be developed
and tested at the hardware verification stage, before thieed&
implemented in silicon.

The benefits are:

¢ significant improvement of driver reliability, since thewar is
identical to the code used to debug the hardware, and is more
thoroughly exercised than feasible in an OS environment;

¢ reduced development cost due to code reuse across the device
driver and the device testbench;

¢ reduced time to market as driver development and testing pro
ceed in parallel with device verification.
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